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Abstract

Health care facilities are increasingly adopting computers and medical

devices into patient care regimens and therapies. Medical devices have . .
evolved to become popular for many purposes, including prolonged Wired vs. Wireless

managed care including implantable medical devices. Wireless Implantable devices converting to wireless capabilities
communications are becoming popular for these IMDs as well as for System and network security considerations
networking medical devices in a clinical setting. Along with these
progressions in technology, security and privacy must be considered to
ensure patient privacy and safety. Malware can be introduced in many of
the same ways traditional computer systems suffer compromises, with
wireless technology compounding these vulnerabilities. Regulations and
practices must recognize these threats to security, availability and privacy
to both health care entities and patients.

Software security considerations
Software susceptible to rapid change

An implantable cardioverter defibrillator (ICD) is & small
device that's placed in your chest or abdomen. This
device uses electrical pulses or shocks to help control
life-threatening, irregular heartbeats, especially those
that could lead the heart to suddenly stop beating
(sudden cardiac arrest).

1CDs use electrical pulses or shocks to treat
life-threatening arrhythmias that occur in the ventricles
(lower chambers of the heart),
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Research Question

What is the pervasiveness of malware in medical devices and are medical

An 1CD has wires with electrodes on the ends that
connect to the chambers of your heart. The 1CD will
continually monitor your heart rhythm, When the device
detects that you're having an irmegular rhythm in your

f ventricles, the ICD will use low-energy electrical pulses to
restore & normal Fhythen. [If this doesn't restone your
normal heart rhythm, or if your ventricles start to quiver
rather than contract strongly, the [CD will switch to
high-energy electrical pulses for defibrillation,

Pacemakers can only give off low-energy electrical pulses.
They are often used to treat less dangerous heart

facilities prepared and equipped to deal with the threat o yourbeat. et new 1COScon o s Bt pocemarer
Previous Work

Medical devices becoming more prevalent in therapies (Yeo, 2010) History of Medical Devices

No framework for capturing security related incidents in medical devices (Fu & . _ _

Blum, 2013) Jay Radcliffe at IBM alters a insulin pump

Counterfeit update vulnerabilities (Hanna et al, 2011) Pacemakers/ICD capable of full radio frequency

Security design goals (Halperin et al, 2009) Barnaby Jack demonstrated how to hack a pacemaker to send electronic shocks
Methodology He accessed servers that engineer the software, enabling him to upload viruses

o Medical device software is a new area of study
Government statistics

Academic sources

Unsecure Medical Devices Future Issues ( What If)

Prevalence of the issue i B
25 million people have an implantable medical device Pwmmﬂ:‘l’f ﬂ i dfﬁ o L’n’f:;‘";xﬁ‘?m?“?’%
How secure? | v | e
1.2 million adverse attacks 2006-2011 o ersoninatime | Medcal device implantea | Personal foss, time, money,reputaton
72% of malicious attacks target hospitals T
No nationally recognized system for reporting incidents e

Federal Regulations and Guidelines
FDA
NIST .
Department of Homeland Security Potential Safeguards

|ntegrity and Ava||ab|||ty Heartbeat rhythms act as a biometric detector
Dependency on unsupported platforms Google glass
Mismatch in device system cycles Conclusion
Use of off the shelf platforms
Lack of timely patches Cyber security at the development level
FDA constricts patching capabilities Encourage users to report suspected or recognized security incidents
No reliable framework for medical device security Ensure device lifecycles match software installed

Access Control Issues Control human factor risks

Performance reduction Cryptographically secure system updates

Preference of older software Defenses and updates have to be weighed with their risk to the patient

After market security risks
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