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Problem Statement:

* Modern Vehicles are equipped with advanced sensing and communication
technologies, which enable them to support services in Vehicular Internet
of Things (loTs) era such as autonomous driving.

* The communication in loTs must be delay-aware, reliable, scalable and
securel? to

a) prevent an attacker from injecting/manipulating messages,
b) minimize the impact introduced by crypto operations.

» EXisting crypto mechanisms introduce significant computation and

bandwidth overhead, which creates critical safety problems.

Research Objectives:

* Design new digital signatures that are ideal for delay-aware Vehicular loTs;

» Using Mobile Multiprocessor Systems on Chip (MpSoC) integrated in
vehicles;

« Evaluation via theoretical analysis, simulation, and deployment in actual
vehicular networks at Purdue University airport.

Part 1 — Design efficient Cryptographic Part 2 — Multiprocessor System On Chips Part 3 — On-field deployment and Evaluation
Schemes for Vehicular loTs (MpSoCs)
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Future possibilities

efficient than existing signature schemes
(example below).

GFLOPS

Schemes Delay (msec) - - -
2001 2002 2003 2004 2005 2006 2007
MULTIP NDS OF COR
ULTIPLE CORES THOUSANDS OF CORES o 2 % PsOF @4 & rg

ANk S e
“THINGS ==
CPU vs GPU cores GPU vs CPU performance f@f \ Li . ‘ -ﬁ"g z
(7) = < J || -

ﬂ o % a ol
“*INTERNET®

ECDSA-Token 1.72

ECDSA-PR 2.06 o | _' e | —

RSA 3.89 * Develop hardware/optimization suites that e SomTucalon Usel secre communicaton
_ _ exploit parallelism, and algorithmic and

Offline/Online 1.81 algebraic properties of the crypto algorithms

BGLS 24.3 In Vehicular loTs. Hardware Provided By:

ﬂ-, —— — 7'—?'5\

 Fast Digital Signatures via Special Offline-
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