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PROBLEM

Netflix passwords leaked Nearly 7 Million Dropbox Passwords Have Hackers crack more than 60% of breached LinkedIn

passwords
e 1O Been Hacked
agaln L Speed of hackers to crack passwords shows
SIEVEKOVALH weakness of security scheme used by
What do "w4gw4g," "Poosty72," and "moshimoshi" have in LinkedIn, researchers say
common? They're just three of around 500 Netflix passwords S

and usernames leaked online, but you may not have to worry.

by Seth Rosenblatt @sethr / June 12, 2014 3:51 PM PDT

/etc/master.passwd

root: sTrOnglIshPW
krix: Cmplx1tY$

root:$1$hnHUW50a$tPdv5HZRsDP46F tsW8eXD ..
krix:$1$7hsglPAg$wTnskjlHwLgdD90SerkQa ..

Username  Salt Password Hash
Generate ersatzpassword

X A9 root:slmplePass

>,cat /etc/master.passwd krix:w3akSauce

rootz $1%hnHUW50a$tPdv5HZRsDP46F tsW8eXD -..
krixz$1$7hsglPAgiwTnskjlHwLgdD90SerkQa -.

> ./1n1t_ersatz /etc/master.passwd 2. Generate new salt and hash
> Cat /etc/master.passwd root: 8rki9CdA d50HMxCeEP5sWseX14fYz

root:$1%$8rki9CdASd50HMxCeEP5sWseX14fYz .. . krix: f1Yb3bvO0 uFm4TPwGAogP8ISedh1as
krix:$1$f1Yb3bv@fuFm4TPwGAogP81Se5hlas -..

Ersatz Salt Ersatzpassword Hash

If an attacker gets ahold of master.passwd ...

/etc/master.passwd root:: slmplePass

root:$1%$8rki9CdA$d50HMxCeEP5sWseX14fYz ..

krix:$1$f1Yb3bvOSuFm4TPwGAogP81Se5hlas .. kr-l X. W3 aksauce

No noticeable difference In Reveals ersatzpassword
password hash file instead of true user password
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